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1 Purpose 
Provide a structured overview of key information security management requirements 
based on ISO/IEC 27001:2022 and selected controls from ISO/IEC 27002:2022, tailored 
to Software as a Medical Device (SaMD) and Medical Device Software (MDSW) teams. 

2 Scope 
This document applies to organizations that: 

• Handle personal health data via digital medical devices 

• Develop and operate SaMD/MDSW in connected/cloud environments 

• Are pursuing ISO/IEC 27001 certification or vendor compliance 

• Need alignment between cybersecurity, ISMS, and QMS 

3 References 

Ref 1 ISO/IEC 27001:2022 – Information Security Management Systems. 
Ref 2 ISO/IEC 27002:2022 – Code of Practice for Information Security Controls. 
Ref 3 MDCG 2019-16 – Cybersecurity for Medical Devices. 
Ref 4 ISO 13485:2016 – Quality Management for Medical Devices. 
Ref 5 OWASP SAMM, NIST SP 800-53 – Software Security Guidance. 

 

4 Checklist 

4.1 How to use this checklist 
Each item is rated using the Maturity Scale below. 

Status Description 
Not Started No activity or documentation in place 
In Progress Partially implemented or undocumented 
Completed Fully documented, maintained, and reviewed 
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4.2 The seven domains 

4.2.1 Domain 1: Context, Leadership & Scope 

Control Area Not 
Started 

In 
progress Completed 

ISMS scope is defined, documented, and approved 
(27001:4.3) ☐ ☐ ☐ 

Internal and external issues identified (27001:4.1) ☐ ☐ ☐ 
Stakeholder needs and expectations are documented 
(27001:4.2) ☐ ☐ ☐ 

Roles, responsibilities, and authorities are defined 
(27001:5.3) ☐ ☐ ☐ 

Top management committed via policy and objectives 
(27001:5.1, 6.2) ☐ ☐ ☐ 

 

Typical Evidence: ISMS Scope Statement, Org Chart, InfoSec Policy 
Common Gaps: No formal scope; unclear leadership responsibility 

4.2.2 Domain 2: Risk Assessment & Treatment  

Control Area Not 
Started 

In 
progress 

Completed 

Risk assessment methodology defined and applied 
(27001:6.1.2) ☐ ☐ ☐ 

Risk treatment plan documented and tracked 
(27001:6.1.3) ☐ ☐ ☐ 

Statement of Applicability includes justification 
(27001:6.1.3d) ☐ ☐ ☐ 

Threat modelling or vulnerability mapping performed 
(27002:5.4) ☐ ☐ ☐ 

Risk acceptance criteria aligned with regulatory impact 
(27001:6.1.2c) ☐ ☐ ☐ 

 
Typical Evidence: Risk Register, SoA, Risk Treatment Plan 
Common Gaps: No formal scope; unclear leadership responsibility 

4.2.3 Domain 3: Asset Management & Access Controls  

Control Area Not 
Started 

In 
progress 

Completed 

Information assets identified and inventoried (27002:5.9) ☐ ☐ ☐ 

Asset owners assigned (27002:5.10) ☐ ☐ ☐ 

Classification scheme in place (27002:5.12) ☐ ☐ ☐ 
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Logical access restricted by least privilege (27002:8.2, 
8.3) ☐ ☐ ☐ 

Access rights reviewed/revoked regularly (27002:8.5) ☐ ☐ ☐ 
 

Typical Evidence: Asset List, Access Review Logs, Role Based Access Control Matrix 
Common Gaps: No formal asset list; overprovisioned or unreviewed access 

4.2.4 Domain 4: Secure Development & Integration with SaMD 

Control Area Not 
Started 

In 
progress Completed 

Secure development policy in place (27002:8.25) ☐ ☐ ☐ 

Static code analysis/review in process (27002:8.28) ☐ ☐ ☐ 
3rd party code/libraries assessed for vulnerabilities 
(27002:8.27) ☐ ☐ ☐ 

MDR Annex I GSPRs 17.2, 17.4, 23.4 addressed ☐ ☐ ☐ 

CI/CD pipelines secured and controlled (27002:8.30) ☐ ☐ ☐ 
 
Typical Evidence: Secure SDLC, Dev SOPs, Code Review Logs  
Common Gaps: No DevSecOps policy; no traceability to MDR Tech Docs 

4.2.5 Domain 5: Incident, Continuity & Supplier Security 

Control Area Not 
Started 

In 
progress Completed 

Security incident response plan exists and tested 
(27002:5.25) ☐ ☐ ☐ 

Lessons learned from incidents documented 
(27002:5.27) ☐ ☐ ☐ 

Business continuity includes info security (27002:5.30) ☐ ☐ ☐ 

Supplier security clauses in contracts (27002:5.19) ☐ ☐ ☐ 

Third-party risk assessments performed (27002:5.20) ☐ ☐ ☐ 
 
Typical Evidence: IRP, Supplier Contracts, Continuity Plan 
Common Gaps: No tested IRP; vendor access and risks not documented 

4.2.6 Domain 6: ISMS Operations & Internal Audit 

Control Area Not 
Started 

In 
progress Completed 

ISMS KPIs and metrics tracked (27001:9.1) ☐ ☐ ☐ 

Internal audits conducted at defined intervals (27001:9.2) ☐ ☐ ☐ 
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Management review covers ISMS effectiveness 
(27001:9.3) ☐ ☐ ☐ 

Continuous improvement documented (27001:10.2) ☐ ☐ ☐ 

QMS & ISMS integration mapped ☐ ☐ ☐ 
 
Typical Evidence: Audit Reports, CAPA Log, Management Review Minutes 
Common Gaps: KPIs not tracked or used; QMS and ISMS not aligned 

4.2.7 Domain 7: Training, Awareness & Human Factors 

Control Area Not 
Started 

In 
progress 

Completed 

Security awareness training conducted (27002:6.3) ☐ ☐ ☐ 

Developers trained on secure coding (27002:8.25) ☐ ☐ ☐ 

Phishing or social engineering awareness addressed ☐ ☐ ☐ 

Onboarding/offboarding includes security procedures ☐ ☐ ☐ 
 
Typical Evidence: Training Logs, SOPs 
Common Gaps: One-time training only; no secure coding policy 

 

4.3 Mapping: ISO 27001 → SaMD Lifecycle 

SaMD 
Lifecycle 
Phase 

ISO 27001:2022 Control(s) 
Relevant Topics / 
Activities 

MDR / QMS 
Alignment 

Common Gaps 

1. 
Requirement & 
Planning 

4.1 – Understanding the 
Org5.1 – Leadership 
Commitment6.1 – Risk 
Management 

- Define ISMS scope- 
Risk assessment- Initial 
threat modeling- 
Document regulatory 
expectations 

MDR GSPR 
17.4ISO 
13485: 4.1.2, 
7.1 

No alignment 
between risk and 
ISMS scope 

2. Design & 
Architecture 

8.27 – Secure 
Architecture8.9 – Access 
Control5.12 – Information 
Classification 

- Secure design 
principles- Data flow 
classification- Role-
based access planning 

MDR GSPR 
17.2, 17.4ISO 
13485: 7.3 

No documented 
secure design 
approach 

3. 
Development / 
Coding 

8.25 – Secure Dev 
Lifecycle8.28 – Code 
Review8.5 – Access Review 

- Static code analysis- 
DevSecOps integration- 
Access control for repos 

MDR GSPR 
23.4ISO 
13485: 7.5 

Developers lack 
secure coding 
training 
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SaMD 
Lifecycle 
Phase 

ISO 27001:2022 Control(s) 
Relevant Topics / 
Activities 

MDR / QMS 
Alignment 

Common Gaps 

4. Verification 
& Testing 

8.29 – Security Testing8.26 
– Technical Review 

- Security & penetration 
testing- Code audit logs- 
Secure test 
environments 

MDR GSPR 
23.4ISO 
13485: 7.6 

No security tests 
or test 
traceability 

5. Release & 
Deployment 

8.30 – Secure 
Deployment5.10 – Asset 
Accountability8.31 – 
Environment Separation 

- Controlled deployment 
(CI/CD)- Asset tagging- 
Versioning & rollback 

ISO 13485: 
7.5.6, 7.6 

Unsecured 
pipelines or 
deployment 
leaks 

6. Post-market 
/ Monitoring 

5.25 – Incident 
Response5.30 – Business 
Continuity9.1 – Monitoring 
& KPIs 

- Security incident 
response- Log analysis- 
Metrics tracking 

MDR GSPR 
23.4ISO 
13485: 8.2, 
8.5 

No incident logs; 
no ISMS-QMS 
integration 

7. 
Maintenance & 
Updates 

8.6 – Access Removal10.2 
– Continual Improvement 

- Patch & vulnerability 
management- Lessons 
learned applied- 
Supplier re-assessment 

MDR GSPR 
23.4ISO 
13485: 8.3, 
8.5 

Uncontrolled 
updates; missing 
change logs 

 

4.4 Privacy/ GDPR/ HIPAA Mapping 

Control Area Not 
Started 

In 
progress Completed 

GDPR Art. 32 – Security of Processing ☐ ☐ ☐ 

Privacy by design & default (Art. 25 ☐ ☐ ☐ 

HIPAA Security Rule (US clients) ☐ ☐ ☐ 
Data retention/deletion aligned with regulatory 
requirements ☐ ☐ ☐ 

5 Summary Report Template 

5.1 ISMS Gap Assessment Summary 
Section Score 

(1-5) 
Key Gaps 

Domain 1 – Context   
Domain 2 – Risk   
Domain 3 – Assets   

file:///C:/Users/krish/Workspace/ReguPartner/www.regupartner.se
file:///C:/Users/krish/Workspace/ReguPartner/Info@regupartner.se


ISO 27001/27002 Gap Analysis Checklist  
 

  www.regupartner.se Page 8 of 9 ✉ Info@regupartner.se 
This document is for information purposes only and does not constitute legal or regulatory advice 

 

Domain 4 – DevSecOps   
Domain 5 – Incidents   
Domain 6 – Operations   
Domain 7 – Training   

 

5.2 Top 3 Remediation Priorities 
1. …  
2. … 
3. … 
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4. About ReguPartner 

Need help implementing your ISMS or aligning cybersecurity with MDR/ISO 13485? 
We help MedTech innovators streamline regulatory compliance, secure development, 
and vendor risk. 

       Contact us: info@regupartner.se 

   Website: regupartner.se 

             Book a free 30-min discovery call 
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